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. Pe3epBHOE KonMpoBaHune

+’ MoproToBka cepBepa

1.1. OOHOB/NEeHne cucTembl

# O6HOB/EHME NaKeToB
sudo apt update
sudo apt upgrade -y

# YcTaHOBKa 6a30BbIX YTUIUT
sudo apt install -y curl wget git vim htop ufw

1.2. HacTtpoiika BpeMeHU

# YCcTaHOBKa BPEMEHHOW 30HbI
sudo timedatectl set-timezone Asia/Almaty

# lpoBepKa BpemeHu
timedatectl status
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1.3. Co3pgaHue nonb3oBaTtens Anas NpunoxxeHus (onumoHasbHO)

# Cos3fjaHuWe HOBOrO Mosb30BaTens
sudo adduser django
sudo usermod -aG sudo django

# [lepeksiodeHne Ha HOBOro nosib3oBaTens
su - django

) YcTaHOBKa 3aBUCUMOCTEN

2.1. Python n cuctemHble 3aBUCMMOCTHU

# YcTaHoBka Python 3.11/3.12
sudo apt install -y python3 python3-pip python3-venv python3-dev

# YcTaHOBKa CUCTEMHbIX 3aBucuUMOCTel ana PostgreSQL v Apyrux KOMMOHEHTOB
sudo apt install -y libpg-dev build-essential libssl-dev libffi-dev

2.2. Node.js (ecnu HY>XHO)

# YcTtaHoBka Node.js 18.Xx
curl -fsSL https://deb.nodesource.com/setup_18.x | sudo -E bash -
sudo apt install -y nodejs

B Hacrtpoiika PostgreSQL

3.1. YctaHoBKa PostgreSQL

# YcTaHoBkKa PostgreSQL 16
sudo apt install -y postgresql postgresql-contrib

# lpoBepKa cTaTyca
sudo systemctl status postgresql

3.2. HacTtpoliika 6a3bl gaHHbIX

# Bxopg B PostgreSQL
sudo -u postgres psql

-- Co3pgaHve 6asbl AaHHbIX
CREATE DATABASE n3connect;

-- Co3pgaHue nonb3oBaTens
CREATE USER n3_user WITH PASSWORD 'StrongPasswordi123!';


af://n30
af://n33
af://n34
af://n36
af://n39
af://n40
af://n42

-- Ha3Ha4deHue npaB

GRANT ALL PRIVILEGES ON DATABASE n3connect TO n3_user;

-- PacwupeHHble npaBa (4na Django)
ALTER DATABASE n3connect OWNER TO n3_user;

-- Bbixog
\q

3.3. HacTpoliika ayTeHTUdnKaumm

# PepakTupoBaHMe KOHOUrypauun ayTeHTudukauum
sudo nano /etc/postgresql/16/main/pg_hba.conf

[06aBnTb NN N3MEHUTb:

# JlokanbHble nogkmoveHns yepes Unix socket
local all n3_user
local all postgres

# JlokanbHble TCP noaKnwyeHus
host all n3_user 127.0.0.1/32

# Mepe3anyck PostgreSQL
sudo systemctl restart postgresql

"= PasBepTbiBaHue Django-npunoxeHus

4.1. KnoHnpoBaHue npoeKkra

# Co3jaHve [MPEeKTopun ANA npoekTa
mkdir -p ~/projects
cd ~/projects

# KnoHvpoBaHMe peno3uTopusa (3amMeHUTe Ha Balw Perno3nTopwuii)
git clone https://github.com/Baw-nonb3oBaTtensb/Baw-npoeKkT.git

cd Baw-npoekT

md5
peer

md5
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4.2. HacTpoiiKka BUPTYa/iIbHOIro OKPY)XeHUA

# Co3paHue BUPTYa/lbHOrO OKPYXeHus
python3 -m venv venv

# AKTMBaUUA BUPTYyasSIbHOrO OKPYXeHUs
source venv/bin/activate

# YcTaHOBKa 3aBUCUMOCTEN
pip install --upgrade pip
pip install -r requirements.txt

# Ecnu HeT requirements.txt, ycTaHOBMTE OCHOBHble 3aBUCUMOCTMU
pip install django gunicorn psycopg2-binary python-dotenv

4.3. HacTpoiika nepeMeHHbIX OKPY)XXeHus

# Co3paHve o¢aiina .env
nano .env

# Django

SECRET_KEY=Ball- CeKpeTHbI - K/lo4

DEBUG=False

ALLOWED_HOSTS=Baw-gomeH.ru, localhost,127.0.0.1

# Database

DB_NAME=n3connect
DB_USER=n3_user
DB_PASSWORD=StrongPasswordi123!
DB_HOST=1localhost
DB_PORT=5432

# [ONOSIHUTENbHbIE HAaCTPOWKMN
TIME_ZONE=Asia/Almaty
LANGUAGE_CODE=ru-ru

4.4. Hactpoiika Django settings.py

# [lobaBbTe B Haudano settings.py
import os

from pathlib import Path

from dotenv import load_dotenv

# 3arpyska nepeMeHHbIX OKpYyXeHus
load_dotenv()

# Ba30Bble HaCTPOIKK

BASE_DIR = Path(__file_ ).resolve().parent.parent
SECRET_KEY = os.environ.get('SECRET_KEY')

DEBUG = os.environ.get('DEBUG', 'False') == 'True'
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ALLOWED_HOSTS = os.environ.get('ALLOWED_HOSTS', '').split(',"')

# ba3a [aHHbIX
DATABASES = {
'default': {

"ENGINE': 'django.db.backends.postgresql',
"NAME': os.environ.get('DB_NAME'),
'"USER': os.environ.get('DB_USER'),
'"PASSWORD': os.environ.get('DB_PASSWORD'),
'"HOST': os.environ.get('DB_HOST', 'localhost'),
'"PORT': os.environ.get('DB_PORT', '5432'),

# CTaTuyeckue daiinsl

STATIC_URL = '/static/'

STATIC_ROOT = os.path.join(BASE_DIR, 'staticfiles')
STATICFILES_DIRS = [o0s.path.join(BASE_DIR, 'static')]

# Mepgua dainnbl

MEDIA_URL = '/media/'

MEDIA_ROOT = os.path.join(BASE_DIR, 'media')

# be3onacHoOCTb ANa paboTbl 3a MPOKCH

SECURE_PROXY_SSL_HEADER = ('HTTP_X_ FORWARDED_PROTO', 'https')

USE_X_FORWARDED_HOST = True
USE_X_FORWARDED_PORT = True

4.5. MpumMmeHeHne Murpauu n cosgaHue cynepnonb3oBarens

# MNpuUMeHeHWe MUTrpauui
python manage.py migrate

# C6op cTaTuyeckux odalinos
python manage.py collectstatic --noinput

# CosgaHme cyneprosib3oBaTess
python manage.py createsuperuser

%’ HacTpoiika Gunicorn

5.1. Co3pgaHue systemd cnyxobl

sudo nano /etc/systemd/system/gunicorn.service

[Unit]
Description=gunicorn daemon for Django
After=network.target postgresql.service
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[Service]
Type=simple
User=django
Group=www-data
WorkingDirectory=/home/django/projects/Baw-npoeKT
Environment="PATH=/home/django/projects/Baw-npoekt/venv/bin"
Environment="DJANGO_SETTINGS_MODULE=Baw_npoekT.settings"
ExecStart=/home/django/projects/Baw-npoekt/venv/bin/gunicorn \
--workers 3 \
--bind 127.0.0.1:8000 \
--access-logfile - \
--error-logfile - \
Ball_npoekT.wsgi:application
Restart=always
RestartSec=3

# Security
PrivateTmp=true

[Install]
WantedBy=multi-user.target

5.2. 3anyck n HacTpolika Gunicorn

# Mepe3arpy3ka systemd
sudo systemctl daemon-reload

# 3anyck Gunicorn
sudo systemctl start gunicorn

# BK/oYeHue aBTO3arpys3ku
sudo systemctl enable gunicorn

# lpoBepka cTaTyca
sudo systemctl status gunicorn

# MpocmMOTp /10r0B
sudo journalctl -u gunicorn -f

€ HacTtpoiika Nginx
6.1. YctaHoBKa Nginx

sudo apt install -y nginx
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6.2. CospgaHue KOHpurypaumm camrta

sudo nano /etc/nginx/sites-available/Baw-caiT

server {
listen 80;
listen [::]:80;
server_name Ball-AOMEH.ru www.Ball-AOMEH.ru;
server_tokens off;

# CTaTmyeckue dainsl

location /static/ {
alias /home/django/projects/Baw-npoekTt/staticfiles/;
expires 1y;
add_header Cache-Control "public, immutable";

# Mepuna dalinbl

location /media/ {
alias /home/django/projects/Baw-npoekT/media/;
expires 1y;
add_header Cache-Control "public";

# OCHOBHOE TMpuioxeHue
location / {
proxy_pass http://127.0.0.1:8000;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;

# WebSocket nopaepxka
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";

# TalimayTbl
proxy_connect_timeout 60s;
proxy_send_timeout 60s;
proxy_read_timeout 60s;

# 3anpeT pocTyna K CKpbiThiM dalinav
location ~ /\. {
deny all;

# ®aBUMKOH M robots.txt
location = /favicon.ico { access_log off; log_not_found off; }
location = /robots.txt { access_log off; log_not_found off; }
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# KownmpoBaHue cTaTUKU

location ~* \.(js|css|png|jpg|jpeg|gif|ico]|svg)$ {
expires 1y;
add_header Cache-Control "public, immutable";

6.3. AKTnBauus canTa

# Co3gaHuMe CUMBOIMYECKOW CCbIIKU

sudo ln -s /etc/nginx/sites-available/Baw-cainT /etc/nginx/sites-enabled/

# YpaneHue p[edonTHOro KoHoura
sudo rm /etc/nginx/sites-enabled/default

# MNpoBepKa KOHOUTrypauum
sudo nginx -t

# Nepe3zanyck Nginx
sudo systemctl reload nginx

4/ Hactpoiika pomeHa n SSL

7.1. Hactpouika DNS

Jo6aBbTe A-3anicu B HACTPOIiKax JoMeHa:

@ -> IP Bawero cepsepa
www -> IP Bawero cepsepa

7.2. YctaHoBKa SSL (Let's Encrypt)

# YcTaHoBka Certbot
sudo apt install -y certbot python3-certbot-nginx

# MonyyeHne SSL cepTudukaTta

sudo certbot --nginx -d Baw-AOMeH.ru -d www.Bal-AOMEH.ru

# ABTOMaTM4yeckoe ob6HOBMeHWe cepTudunkaTta
sudo certbot renew --dry-run

7.3. ABTOMaTunyeckoe nepeHanpasneHue HTTP —. HTTPS

Nginx aBTOMaTNYeCckn 0GHOBUT KOHCOUrypaLuio, 406aByB:
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server {
listen 80;
server_name Bal-AOMEH.ru www.Ball-AOMEH.ru;
return 301 https://$server_name$request_uri;

{J Be3onacHOCTb

8.1. HacTpoiika chaepsona (UFW)

# BknwyeHne UFW
sudo ufw enable

# PaspeweHne SSH
sudo ufw allow OpenSSH

# PaspeweHune HTTP/HTTPS
sudo ufw allow 'Nginx Full'

# MNpoBepKa npaBun
sudo ufw status verbose

8.2. be3onacHocTtb SSH

# PepakTupoBaHume KoHourypaumm SSH
sudo nano /etc/ssh/sshd_config

MN3meHuTe:

Port 2222 # W3meHeHWe cTaHZapTHOro nopTta
PermitRootLogin no

PasswordAuthentication no # TonbKO MO K4y
PubkeyAuthentication yes

# Mepe3anyck SSH
sudo systemctl restart sshd

# He 3abyabTe fo6aBUTb CBOW SSH Koy nepef OTK/KWYEHMEM napons!

8.3. HacTtpoliika fail2ban (3awmta ot 6pyTdhopca)

sudo apt install -y fail2ban
sudo systemctl enable fail2ban
sudo systemctl start fail2ban
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1] MOHUTOPUHI U Norun
9.1. MpocMOTp N10roB B peaJibHOM BpeMeHU

# Jlorn Nginx
sudo tail -f /var/log/nginx/access. log
sudo tail -f /var/log/nginx/error.log

# Jlorm Gunicorn
sudo journalctl -u gunicorn -f

# JNlorn PostgreSQL
sudo tail -f /var/log/postgresql/postgresql-16-main. log

9.2. YcTaHOBKa MOHUTOPUHTra

# YcTaHoBKa htop Ana MOHUTOpUHra pecypcos
sudo apt install -y htop

# YcTaHoBKa netdata (onuvoHasibHO)
bash <(curl -Ss https://my-netdata.io/kickstart.sh)

9.3. Co3gaHue ckpunTa A/isi NpoBepPKN 340P0BbS

nano ~/health_check.sh

#!/bin/bash

# [lpoBepKa cepBUCOB
services=("nginx" "postgresql" "gunicorn")
for service in "${services[@]}"; do
if systemctl is-active --quiet $service; then
echo "[7 $service is running"
else
echo "X $service is not running"
fi
done

# lpoBepKa ANCKOBOro nMpocTpaHCTBa
df -h /

# lpoBepka Harpys3ku
uptime

# lpoBepka namaTu
free -h

chmod +x ~/health_check.sh
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) PesepBHOe konuposaHue

10.1. CKpunT pe3epBHOro KONUpPoBaHUSA

nano ~/backup.sh

#!/bin/bash

# HacTpoiku
BACKUP_DIR="/home/django/backups"
DATE=$(date +%Y%m%d_%H%M%S )

DB_NAME="n3connect"

# Cos3pgaHue gupektopumn ana 6akanos
mkdir -p $BACKUP_DIR

# Bakan 6a3bl AaHHbIX
sudo -u postgres pg_dump $DB_NAME > $BACKUP_DIR/db_${DATE}.sql

# Bakan meguna o¢ainios
tar -czf $BACKUP_DIR/media_${DATE}.tar.gz /home/django/projects/Baw-npoekT/media/

# Bakan kKopga

tar -czf $BACKUP_DIR/code_${DATE}.tar.gz /home/django/projects/Baw-npoekt/ --exclude=venv --
exclude=*.pyc

# YpaneHue cTapblx 63kanoB (cTapwe 7 gHein)

find $BACKUP_DIR -name "*.sql" -mtime +7 -delete

find $BACKUP_DIR -name "*.tar.gz" -mtime +7 -delete

echo "Backup completed: $BACKUP_DIR"
chmod +x ~/backup.sh

10.2. ABTOMaTNUYECKOE pe3epBHOE KonnpoBaHue (cron)

# PepakTupoBaHue cron 3ajay
crontab -e

Job6asbrTe:

# EXegHEeBHbIAi 63Kan B 2:00 Houu
0 2 * * * /home/django/backup.sh

# MNpoBepka COCTOSAHUA CEepBUCOB KaxAbli 4yac
0 * * * * /home/django/health_check.sh >> /home/django/health. log
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@ BbICTPbIii YEK-NUCT pa3BepTbiBaHUA
I'IpOBepKa nocne ycCtaHOBKW:

# 1. lpoBepka CepBUCOB

sudo systemctl status nginx

sudo systemctl status postgresqgl
sudo systemctl status gunicorn

# 2. lpoBepka AOCTYMNHOCTU caiTa
curl -I http://localhost

curl -I https://Baw-gomMeH.ru

# 3. MpoBepka 6a3bl AaHHbIX
sudo -u postgres psql -d n3connect -c "\dt"

# 4. lpoBepka cTaTuyeckux dainos
1s -la /home/django/projects/Baw-npoekTt/staticfiles/

# 5. lpoBepKa 0roB Ha OWW6GKMK

sudo tail -f /var/log/nginx/error.log
sudo journalctl -u gunicorn -n 50

KoMmaHab! Ansa 06CnyXuBaHus:

# lepe3anyck BCexX CepBUCOB
sudo systemctl restart nginx postgresql gunicorn

# MpoBepka KoHOuUrypaumm Nginx
sudo nginx -t

# MpocmoTp NOTpebneHnsa pecypcos
htop

# OumcTka Kowa Django
python manage.py clear_cache

# Mepe3anyck Gunicorn (nocne W3MeHeHW’ Kopa)
sudo systemctl restart gunicorn

YcTpaHeHue Henonaaokx

PacnpocTpaHeHHble NPo6sieMbl U peLleHUs:

1. Ownobka 502 Bad Gateway
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# MNpoBepbTe, paboTaeT nvM Gunicorn
sudo systemctl status gunicorn

# lpoBepbTe noru
sudo journalctl -u gunicorn -n 50

# lpoBepbTe, cnywaeT nAM nopTt 80600
sudo netstat -tulpn | grep :8000

2. OWwn6KM ¢ 6a30i AaHHbIX

# lpoBepbTe nogkoyeHne K PostgreSQL
sudo -u postgres psql -d n3connect

# lpoBepbTe MUTpauun
python manage.py migrate

# Cos3paiiTe mMurpaumy 3aHOBO

python manage.py makemigrations
python manage.py migrate

3. Mpo6nemMbi co cTaTuyeckumu chainamm

# lepecobepnte cTaTnyeckue daiibl
python manage.py collectstatic --noinput

# MNpoBepbTe nNpaBa focTyna

sudo chown -R django:www-data /home/django/projects/Baw-npoekTt/staticfiles
sudo chmod -R 755 /home/django/projects/Baw-npoekT/staticfiles

4. Mpo6nembl ¢ SSL

# 06HOBUTE cepTuduKaTt
sudo certbot renew --force-renewal

# MpoBepbTe KoHOUrypaumwo Nginx
sudo nginx -t

# Mepezanyctute Nginx
sudo systemctl reload nginx

k KOHTaKTbI U AONOJ/IHUTE/IbHasA NOMOLb

e OdwmymanbHasa gokymeHTauusa Django: https://docs.djangoproject.com/

e [NokymeHTauusa Ubuntu: https://ubuntu.com/server/docs

e [fokymeHTaumua Nginx: https://nginx.org/en/docs/

e [NlokymeHTauusa PostgreSQL: https://www.postgresql.org/docs/

N5t NoNyYeHVst AONO/THUTETbHOM MOMOLLYM Bbl MOXETe 06paTnuTbes K:
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e Jloram cepsepa
e CoobuecTtsy Django

e CuUCTEMHbIM agMUHMCTpaTopam
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